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CLUSIF: Committed to information security 
Non-profit association (created in the early 1980s) 
 
> 600 members (50% suppliers and goods and/or service providers, 50% CISO, CIO, 
managers) 
 
Sharing information 
 Exchanges among officially recognized experts, collective know-how, document 
database 
 
Develop its positioning  
 
Feedback, increased visibility, Directory of Offering Members 
 
 Anticipate trends 
 
The “network”, inform offering members of expectations 
 
Promote IS security 

Join… 

Logo for site web, flyers, 
commercial ads… 
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Working group dynamics 
Free documentation Translations (in English, German…) 
Public stands taken on issues and consultation responses 
Forums for ongoing exchange: MEHARI, threats, CISO 
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Regional initiatives and international joint effort 
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Two legacies… a third new issue 

Internet is a cold war solution for military 
communications 
 Mail authentication 
 Website authentication 

 
 
… nowadays, digital profile and/or avatar 
An identity which is plural, 

fragmented, for fun, timeless 



6 June,  2011 

Cybercrime Exposures in a new Digital Society 

CLUSIF > Conference >  4th ICTET 

Agenda: 
Based on Cybercrime Overviews (including webography) 
To put into perspective 

Modus Operandi: professionalized, commercialized, sophisticated 
From skimming to compromised ATM networks 
Viruses to make profit 
Marketing of malware 

Actors: Cyberterrorism (?), Infowar, Hacktivism 
Exposures: 

Infrastructures, from SCADA to Data centers globalization 
Facility Management over IP 
Social Networks, from Usenet to a 5th Power ? 
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2000 (and cont’d), yescarding 
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Skimming and criminal organizations 
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Massive theft of bank card numbers: 
RBS Worldpay scam 

RBS Worldpay: U.S. subsidiary of Royal Bank of Scotland   
 
9 million dollars in fraudulent withdrawals (end 2008): 

With cloned cards 
In a short space of time 
From 2,100 cash machines 
In 280 cities, 8 countries (U.S., Russia, Ukraine, 

Estonia, Italy, Hong Kong, Japan and Canada) 
 

Highly-organized network of mules 
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New threats involving ATMs:  
Cash machines in Eastern Europe compromised 
 In March 2009, Sophos identifies first malware specifically designed 

for cash machine 
In May 2009, security experts at Trustwave confirm the discovery 
 
This malware was designed for a specific brand  
     and model of ATM 
 
Inspections were carried out to repair infected machines: Eastern 
Europe (Russia, Ukraine) mainly affected 
 
Patch developed by the industry 
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W32/BUGBEAR.B@MM 
 The virus contains an EXTENSIVE list of banking 

domain names (France, Britain, Germany, Australia, 
Italy, Greece, Denmark, New Zealand, Spain, Brazil, 
Romania, Poland, Argentina, Switzerland, Finland, 
Taiwan, Turkey, Iceland, Slovakia, South Korea, 
United States, South Africa, The Baltic Republics, 
Austria, Hungary, Norway, the Czech Republic). 

 When the machine boots up, if it belongs to one of 
the target domains, the registry key responsible for 
the automatic telephone dialing process is 
deactivated. 

 The virus looks for passwords in the cache memory 
and sends them to a pre-defined address chosen at 
random from a list. 

 Once the task has been completed, the virus 
restores the registry key. 

banquepopulaire.fr 
bics.fr 
bpic.fr 
bpnord.fr 
bred.fr 
ca-alpesprovence.fr 
ca-alsace-vosges.fr 
ca-midi.fr 
ca-normand.fr ccbonline.com 
ccf.fr 
cin.fr 
covefi.fr 
cpr.fr 
credit-agricole.fr  
credit-du-nord.fr  
creditlyonnais.fr  
creditmutuel.fr  
-epargne.fr  
eurocardmastercard.tm.fr  
nxbp.fr 
smc.fr 
transat.tm.fr  

Virus to make profit: Bugbear virus in 2003 
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A number of virtual keyboards are already vulnerable. 
New versions of Anserin know how to hack into 562 

predetermined bank sites. 

2006, Anserin (Trojan) and Virtual Keyboards 
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POC 

CABIR 

Blockage 

15 June2004 Late 2004 

 The first on 
Symbian 

 No payload 
 Bluetooth 

distribution 

 Action: makes calls at 
overly expensive 
rates 

 Downloadable in 
newsgroups 

 Targets Symbian 
series 60 
 

POC 

Dust CE 

 The first on 
Win CE 

 No payload 
 Downloaded 

via com 
services 

15 June 2004 

Exploit 

Skulls 

 Action: multiple 
skull icons 

 Action: blocks  
new updates 

 Downloadable 
in newsgroups 

 Targets Symbian 
series 60 

spam tool? 

Call generator 

Mosquito 

 Publication of the 
Cabir Source Code 

 Variant D of Skulls, 
which carries Cabir: 
infection via file and 
bluetooth 

 Lasco virus/worm. 
Infection via file and  
bluetooth  

 http://news.zdnet.com
/2100-1009_22-
5520003.html?tag=def
ault 

 … 

From 30 Dec 2004 to 11 Jan 2005 

Early 2005 

2005, Cell phone virus evolution 



14 June,  2011 

Cybercrime Exposures in a new Digital Society 

CLUSIF > Conference >  4th ICTET 

From PoC to real money 
05/2007, $M$ Trojan : 
Viver, high rate calls 
(1 to $10) 
01/2008: Kiazha 
01/2009: Yxe.A in China, 
Indonesia 

Kiazha-A, worm 
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2003, new hi-tech opportunities for espionage 

The hard disks of photocopiers 
December 2003 : a Norwegian company specializing in data 

retrieval published a report which underscored the 
vulnerability of information stored on copiers and 
multifunctional machines. The affair began when a 
dishonest employee retrieved information from a digital 
copier and passed it on to a competing company. 
Copiers are increasingly vulnerable. Even so, different 
solutions are available : removable disks, deletion of data 
(not overwrite) after photocopying or digitization, use of 
proprietary algorithms (but not necessarily encryption…) 
etc. 
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 Once installed, and in exchange for 3000€, the originator provided to his 
customer an IP address, the user name and a password so that they could 
access the PC of the victim. 

The importance of Trojan horses  
 Michaël and Ruth Haephrati 
 Discovered in 2005, the swindle 

lasted more more than a year. 
 Each target was the subject of an 

attack through a single Trojan horse 
created for this reason. 

 The antivirus was ineffective (at the 
time of the facts) because the 
program did not circulate on the 
web. 

 The Trojan horse was sent by e-mail 
or was integrated into CD containing 
an imaginary commercial proposal .  
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Physical Keyloggers 
Commercially available 
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Spyphones, GSM jammers… 
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2004, Robots… available to all.. Need to speak English! 
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2007, MPack, updated versions 

Commercialized 
tool for distributed 
Denial of Service 
attacks (dDoS) 
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Commercial banners 
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Agenda: 
Based on Cybercrime Overviews (including webography) 
To put into perspective 

Modus Operandi: professionalized, commercialized, sophisticated 
From skimming to compromised ATM networks 
Viruses to make profit 
Marketing of malware 

Actors: Cyberterrorism (?), Infowar, Hacktivism 
Exposures: 

Infrastructures, from SCADA to Data centers globalization 
Facility Management over IP 
Social Networks, from Usenet to a 5th Power ? 
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2004, Cyber-terrorism - a recurrent term 
for nearly 10 years 

United States- the FBI: “The unlawful use of force against persons or 
property to intimidate or coerce a government, the civilian population or 
any segment thereof, in the furtherance of political or social objectives…” 
 
The French Penal Code -Art. 321-1 “the following offenses constitute an act 
of terrorism when they are intentionally carried out either individually or 
collectively with the sole aim of causing a serious breach of the peace 
through intimidation or terror… » 
 
A variety of definitions with specific consequences 

Within the same state, depending on the services  
Qualifying an act with the term allows for others to be disqualified… or 

certain police or military actions 
A terrorist today may tomorrow be re-labeled a freedom fighter or 

liberator… or re-qualified as anonymous special forces units 
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Terrorism - characterizations 
Terrorism can differ: 

Depending on the area in question: political (separatism, 
liberation), social (or ethnic), cultural, religious 
(fundamentalism, apocalyptic)… 

Depending on the goal: influence, a claim, repression, 
conversion, extermination, nihilism… 

Empirical criteria 
Sudden, unexpected, a surprise 
Violence against an ‘unarmed’ target to terrorize… 
The personal involvement of the public (potential victim) 
Fear of a repeat attack 
Media demands (and the implication that the State can no 

longer maintain public order). 
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Internet and ITC – how they are used 

1/ A means of linking up ( happened already) 
Electronic mail, newsgroups Usenet, cell phones, PDA, 

multimedia data processing and storage 
 
2/ A means of propaganda (websites and newsgroups) ( 
happened already) 

Information and support, 
media relay (with increasing use of multimedia) 
A weapon to discredit 
A weapon to incite hatred 
Anti-sites, black propaganda. 
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Internet and ITC – how they are used 

3/ A means of financing ( already happened) 
To raise funds 
To exploit IT systems (credit cards, blackmail-

extortion), money laundering etc.) 
? To engage in phishing 
? To access confidential personal data 

 “Police Arrest Hacker Apparently Linked to Sardinian Anarchist Attacks”, 

Corriere della Sierra, 07/01/2005  
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Internet and ITC – how they are used 
4/ Means of direct action. What opportunities? 

Dependence on digital information 
Accidental events leading to financial, material and 

bodily damage 
Shutdown of electricity-generating turbines during 

Y2K tests 
Operational safety of general telecom infrastructure 

or ticket reservation systems 
Unavailability of the service authorizing banking 

transactions 
Loss of control of the regulating systems for a section 

of the gas pipeline network in Russia 
Homicide of an individual whose life support system 

was computer assisted 
Death in a recovery ward following a power outage 
… 
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2007: “Cyberwar” in Estonia or “cyber-riot”? 

Internet attacks from late April to mid-May after a 
monument commemorating Russian soldiers (WWII) was 
moved. 

  Street demonstrations 
Defacement of Web sites, DoS (denial of service) attacks 
against Estonian government sites and infrastructures 
Government program for the development of new 
technologies (Estonian Information Society Strategy 2013) 
 

Profusion of neologisms in the press and in blogs: cyberwar, 
world war web, etc. 
Russia is accused… 
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2007: “Cyberwar” in Estonia or “cyber-riot”? 
Mode of operation: Several waves of 
varying length and intensity 

As long as 10 heures  
An initial “emotional” reaction  
(April 27-29) 

“Traditional” DoS attacks (ICMP and 
TCP-SYN flooding) 
More sophisticated use of botnets 
during the second wave, (-> May 18) 
Geographical delocalization (outside 
Russia)  

Length of 128 DoS attacks (source: Arbor)

13%

62%

13%

6%
6%

< 1 min.
< 60 min.
1<h<5
5<h<9
>10h

Cyber-demonstration (violent), yes ; militarized attack (cyberwar)...Nothing 
established but causes a problem for the State for managing the rapid, 
“spontaneous” emergence of action groups on the Web, sometimes even linked-
synchronized with street demonstrations. The stakes remain the sabotage of 
infrastructures, national and international opinions of the events.... 
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Some comments 
Beyond “hypes” 

Electronic Pearl Harbor et Manhattan Cyber Project (# 1995)  
Cyberjihad (NCIS ?, 2006) 
Cybergeddon (FBI & DHS, 2009) 

 
… Political violence, hacktivism is using tools more pro-actively 

From G8 men to Carbon Market… 
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Agenda: 
Based on Cybercrime Overviews (including webography) 
To put into perspective 

Modus Operandi: professionalized, commercialized, sophisticated 
From skimming to compromised ATM networks 
Viruses to make profit 
Marketing of malware 

Actors: Cyberterrorism (?), Infowar, Hacktivism 
Exposures: 

Infrastructures, from SCADA to Data centers globalization 
Facility Management over IP 
Social Networks, from Usenet to a 5th Power ? 
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2008, BGP and YouTube 

Pakistan Telecom incident and YouTube null route 
February 24 2008: Error causes access to YouTube to be cut off 

worldwide 
More specific null route spread on Internet 

 
PCCW cuts Pakistan Telecom’s access after the error is detected… 
 
Accidental in this case, but potential for fraud 



33 June,  2011 

Cybercrime Exposures in a new Digital Society 

CLUSIF > Conference >  4th ICTET 

Internet is not virtual… 

December 22nd, 2008 : 3 cables cut between Sicilia and 
Tunisia, unknown cause. Voice traffic disruption -  Maldives 
: 100 % , India : 82 %, Qatar : 73 %, Djibouti : 71 %S, UAE : 
68 % , - Zambia : 62 % , Saoudia : 55 % , etc. 
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Cloud computing, virtualization: 
At times, highly...unavailable! 
 Somewhere out there (cloud ) in 2009 – problems for prestigious 

companies: Air New Zealand, Amazon, (including EC2), Barclay’s, 
eBay (Paypal), Google (Gmail and others), Microsoft, Overblog, 
Rackspace, RIM, Twitter... 

Power failures (UPS) and system crashes during reboots  
Electrical fire, destroyed backup and UPS generators, 

electrical switches, etc. 
Bugs in patches 
Poor router settings between two data centers 
dDoS attack on DNS resources in a specific data center 
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Accidental events and 
 malevolent acts (via I.S.) 

2003: Slammer worm and Nuke site (Ohio) 
 

2003: Nachi worm and Diebold ATM network 
 

2003: SoBig virus and railways signaling (Florida) 
 

2005: Zotob worm, downtime for 13 facilities for vehicule 
assembly line (USA) 
 

2007: Error of command and accidental contamination 
(hydroxide de sodium for Ph) for drinkable water, dozens of 
victims, light injuries (Michigan)  
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Sabotage (via I.S.) 
2007: Logic bomb injected by employee into a supervisory 

system for water irrigation of a dam (California) 
 

2007: Taking control and disrupting synchronization of traffic 
lights (California) 
 

2007 (and 2000 in Australia): Logic sabotage via System 
Administrator of a water supply system (California) 
 

2007: Experimental sabotage of an electric generator (Idaho-
DHS for CNN) 
 

2008: Taking control et 4 wagons derailed, many injured 
victims (Poland) 
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Sabotage (via I.S.) 

Eletcric generator destruction « simulation », based 
on a security hole which has been patched since 
http://www.cnn.com/2007/US/09/26/power.at.risk/inde
x.html 

Poland (Lodz), 4 wagons derailed by a  kid 
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IP Migration 
After telephones, other types of general infrastructure 
are migrating to IP networks: 

Full migration (including transport or terminal 
equipment) or partial 
(supervision, ordering, reporting...) 

Surveillance and access (doors, badge 
readers, cameras, motion sensors, 
fire/moisture detectors...) 

Air conditioning, heating, furnishings 
(blinds) 

Energy (inverters, generators…) 
SCADA systems (coordination, 

industrial processes…) 
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2009, SWATTING for Money 
Hammond (Indiana, USA), 2009 July : 
beginning of trial for young hackers who 
were selling online video access 
(partyvanpranks.com) to swat action. At 
first, they took remote control of video 
surveillance 
Google Search: camera linksys inurl:main.cgi 
Another webcam, Linksys style. 
******************************************** 
* inurl:”ViewerFrame?Mode= 
* intitle:Axis 2400 video server 
* intitle:”Live View / - AXIS” | inurl:view/view.shtml^ 
* inurl:ViewerFrame?Mode= 
* inurl:ViewerFrame?Mode=Refresh 
* inurl:axis-cgi/jpg 
* … 
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2009, Hacking HVAC in Hospital 
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2008, Social networking– Social risks – Greece 
From inciting violence to ‘webolution’ 

After violence erupted in French suburbs in November 2005, 
bloggers were questioned over “the use of Internet to incite  
intentional and dangerous damage”. 
 
 
 
 
 
 
 
 
 
 
Similar events recently occurred in Greece (December 2008), 
but here, Internet appears to have served as an information 
tool for broadcasting amateur videos criticizing the Greek 
government’s official announcements. 
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2008 Social networking 

Malware, Vulnerabilities, Spam, Phishing 
Worms, Viruses, Trojans, Rogue Widgets 
Wall Spam 
Cross-Site scripting (XSS) attacks, GIFAR files (GIF + JAR) 

Information theft, Espionage 
Collection 
Clustering 
Data concatenation 

Attacks on the reputation of businesses and individuals 
Manipulation, 
Stalking, 
Bullying 

Risk of non-removability 

Motivated and opportunistic criminals 
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OUTCOME 

Institutions lose their exclusive authority 
1. Media => governments 

2. Police forces 
3. Others 

 

by everyday citizens 
Simple and offering 

  wide visibility 

 
In real time 

 

SPREAD OF INFORMATION 

Web 2.0 – the 5th power? 
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1.Competing with the media  

January 2009 
 
Perfect water landing of a US Airways aircraft 
in the Hudson River in New York 

Minutes after the accident, Janis 
Krums posts her now famous tweet: 
 
"There is a plane on the Hudson.  
I am on the ferry to pick up the 
people. Crazy." 
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Anti-pedophile activities 
Perverted Justice 
Wikisposure 
 

December 2009 
Live manhunt on Google Wave  
 

China:  
“Human flesh  
    search engines” 

2. Competing with police forces  

CHINA, Monday 19 January 2009 

Internet vigilantes in China 
defend virtual lynching  
Pascale Nivelle - Beijing 
They’re known as “renrou sou suo”, “human flesh search engines”. 
They hunt down misery and injustice, even if it means subjecting 
their targets to public prosecution 
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2010 Updates… 

Stuxnet targeting industrial O.S. 
 
Botnets 
 
Commercially based unsecurity of smartphones 
 
Wikileaks, Anonymous, compulsory info disclosure b/o 
Employees 
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www.clusif.asso.fr 
free downloads 
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